ISEC7

GOVERNMENT SERVICES

KEY BENEFITS

Easily access and delegate access
to email, calendar, contacts, public
folders, and more

Ability o use functional emails and
multiple email domains

Utilize helpful classification tool and
automation of deployment

Multiple authentication methods
(Modern, Certificate Based,
Windows, Basic, etc.), and
Hypergate

Improve productivity and response
time with significant impact on
customer satfisfaction

Maintain security of sensitive
information and comply with
security policies

Build greater team collaboration
and transparency of knowledge
share

ISEC7 MAIL

EASY AND SECURE EMAIL SHARING

ABOUT

ISEC7 MAIL enables access to Microsoft Exchange and Office 365 environments
with secure Personal Information Management (PIM) data such as contacts,
calendar, and notes. ISEC7 MAIL also allows for mailbox delegation capabilities
and public folder integration. ISEC7 MAIL operates with modern and certificate-
based authentication (CBA) and allows users to securely send, receive, and
enforce encrypted and signed emails (S/MIME). As the top priorities of ISEC7
MAIL are security, classification, and authentication, it is an ideal tool for
managing classified or sensitive information, organizational or group mailboxes,
and supporting executive leadership and their staff.

DELEGATED MOBILE ACCESS TO MICROSOFT EXCHANGE

Easily managed from a mobile device, ISEC7 MAIL enables mobile access to
Microsoft Exchange accounts with the ability to delegate access for approved
staff. Delegation gives authorized users read and write access to email,
calendar, public folders and more. No complex technical skills are required,
simply add delegates from the Outlook client.

ISEC7 CLASSIFY is part of ISEC7 MAIL and is designed to prevent users from
mistakenly or maliciously incorrectly classifying their communications. And with
ISEC7 CLASSIFY incorporated into ISEC7 MAIL, users can ensure they adhere to
the same classification hygiene on their mobile devices as on their desktops.

EMPOWER EXECUTIVES AND STAFF

ISEC7 MAIL supports temporary delegation during a vacation or sick leave,
allowing a colleague to cover for the person who is absent. Executives can
delegate access to email and calendar to their assistants. In addition, multiple
staff members can be granted access to a company or shared organizational
account. With access to a delegated account, the user can book or change
calendar appointments with ISEC7 MAIL's Smart Scheduler, access emails, and
access content in the public folders—directly from any mobile device.

EASY SET UP AND CONFIGURATION

ISEC7 MAIL is an app that requires no extra middleware. So, access is easily
configured using the Delegate wizard in Outlook and can easily be deployed
via any UEM application configuration. No password(s) are shared, and
authorized delegates staff have access to the account immediately. Selected
mailboxes and folders are automatically synchronized and available offline. The
application supports several third-party secure container solutions, including
BlackBerry Dynamics, Citrix Mobile Endpoint Management, Microsoft Intune,
Mobilelron AppConnect, VMWare Workspace ONE, Android Enterprise, and
Samsung Knox. Additionally, ISEC7’s proprietary management and monitoring
solution ISEC7 SPHERE is integrated with ISEC7 MAIL and provides classification
statistics and monitoring for compliance.



ABOUT ISEC7 GOVERNMENT
SERVICES

ISEC7 Government Services is the
professional & managed services
branch of ISEC7 INC in Baltimore,
Maryland, and part of ISEC7 Group,
supporting the United States Federal
Government and Department of
Defense and a serving as a leading
provider of mission critical digital
workplace solutions for both
unclassified and classified use.

Our professionals specialize in
designing and supporting
environments focused on enabling
secure and productive end user
computing. We emphasize usability
while also maintaining a strong
security posture around key Zero Trust
principles and implementing
continuous monitoring capabilities to
meet NSA requirements for CSfC
environments. 100% of the ISEC7
Government Services workforce holds
government security clearance.

Whether your organization needs
communications for field/remote
workers, classified air-gapped mobile
communications, or simply wanfts to
enable an anywhere workplace for
employees, we provide the services
and fools to enable those
capabilities.

CONTACT

PHONE: +1 (833) 473-2747
WEB: www.isec7-gs.com
EMAIL: sales@isec/-us.com

ISEC7 GOVERNMENT SERVICES. ALL RIGHTS RESERVED.

FEATURES

Email

=  Easily delegate access to email accounts

=  Use Classification to inform both your people and your systems on what
information should be secured and how to handle it

= Set up functional email accounts and use multiple email domains

=  Enable account owners to retain control of the mailbox

Calendar

= Delegate and share calendar access
= Display multiple calendars in parallel
= Create and change appointments

=  Schedule recurring appointments

Create Skype and Teams meetings
Contacts
= Share access to contacts with the ability to edit and delete

= See all activities associated with a contact, including emails, calls, and text
messages

Tasks & Notes
=  View dll tasks and notes

= Create new tasks and notes, edit or delete existing tasks or notes
= Send status report of all tasks

Logging

= Send Pll anonymized logs

SUPPORTED SMARTPHONES & TABLETS

=  Android OS 5.0 or higher
=  AppleiOS 10.0 or higher (IOS 11.0 for BlackBerry Dynamics)

SUPPORTED SERVERS

=  Microsoft Exchange Server (2007 SPI, 2010, 2013, 2016, 2019)
=  Microsoft Exchange Online O365

SUPPORTED CONTAINER SOLUTIONS

=  BlackBerry Dynamics

= Citrix Mobile Endpoint Management
= Microsoft Infune

=  Mobilelron AppConnect

=  VMWare Workspace ONE

=  Android Enterprise

= Samsung Knox

A

Email

I1SEC7.

Easy 2-min Delegate No Middleware
Setup Securely

For On-Prem + For Multiple For Contacts +
Hosted Mail + Accounts + Tasks + Email +
(-] Cloud Domains + Calendars
[« o = ] Infrastructures

ISEC7 MAIL is offered for a low-cost annual subscription service.


https://www.isec7.com/english
http://www.isec7-gs.com/
mailto:sales@isec7-us.com
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